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Intelligente Verteidigung 
gegen Cyber-Angriffe 

FROM MONITOR TO DEFEND 
Change the behavior 

REACTIVE TO PROACTIVE 

Ralph Hünten 
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Industrial Spies and 
Organized Crime Groups 

National Governments 

Terrorists Hacktivists 

Hackers 

Bot-network 
operators 

Spyware/malware 
authors 

Criminal groups 

Spammers 

Phishers 

Insiders 

Foreign intelligence 
services 

https://www.us-cert.gov/ics/content/cyber-threat-source-descriptions#gao 
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(Industry) players were hit by several cyber attacks 
and will remain crucial targets 
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Cyber Killchain 

  IDENTIFY  PROTECT DETECT RESPOND RECOVER 

Attacker Categories: Nation State, Hackers, Insiders, cybercriminals: Intentional or not 

Cyber Kill Chain 

Harvesting email 
addresses, conference 

information, etc. 

Coupling exploit with 
backdoor into deliverable 

payload 

Delivering weaponized 
bundle to the victim via 
email, web, USB, etc. 

Exploiting a vulnerability 
to execute code on 

victim's system 

Installing malware on 
the asset 

Command channel for 
remote manipulation of 

victim 

With ‘Hands on Keyboard’ 
access, intruders accomplish 

their original goals 

RECONNAISSANCE WEAPONIZATION DELIVERY EXPLOITATION INSTALLATION COMMAND & 
CONTROL 

ACTIONS ON 
OBJECTIVES 
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Risk assesment is based on the results of professional business and 
technical evaluations 

Business assessment of protection requirements 

Determination of the potential loss amount on the base of a business 
assessment of the protection requirement 

Technical protection requirements analysis 

Probability of occurrence and loss in IT depending on the 
implementation status of the reference measures 

Subject Area 

Determination of the financial business loss 
IT 

Determination of the financial technical 
loss 

Probability of Occurrence 

Determination of the probability of 
occurrence on the basis of 
•  Expert estimate and  

•  risk scenarios  
+ 

x 

Risk Assessment 

Loss 

Excursus loss and probability of occurrence 
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You and I – the new Risk 

Use own device 1 

Virtual Desktop 2 

Corporate Laptop 3 

1. Users uses own device to access Office 
productivity suite 

Browser only 

1. Browser only access with Citrix secure configurations 
2. Users given IGEL UD Pocket; USB turns almost any 

x86 device to a WVD ready iGel managed device 

Secure  
endpoint  
connection 

1. Provision of corporate laptop 

1. Collaboration & Productivity 
•  O365 Assess and Deploy 
•  Teams/Skype Assess and Deploy 

2. Digital adoption to aid user uptake 

1. Service Desk hypercare support 
2. Field Services hypercare support 
3. O365/Teams/Skype Workplace services 

hypercare support 
4. User experience analytics 

5. Potential for additional cross functional 
support; Cybersecurity, Svc Mgt functions, 
project management 

1. My Workspace 
•  Deploy Citrix Cloud 
•  Citrix security analytics 
•  Package and deploy apps into virtualized environment 
•  Scale apps for users 

1. Service Desk hypercare support 
2. Field Services hypercare support 
3. O365/Teams/Skype Workplace services 

hypercare support 
4. Citrix and Microsoft management 

5. User experience analytics 
6. Potential for additional cross functional 

support; Cybersecurity, Svc Mgt functions, 
project management 

Non-VPN only 

Productivity  
& Collaborative apps Business apps Support 

1. Windows 10 deployment - Set-up Windows Auto 
pilot 

x 

Web enabled business apps 

Split 
tunnelling 

VPN 
 
 

Micro-
VPN 

tunnel   
 
 

Direct 
Access to 

cloud 
services 

 
 
 
 
 

Full VPN 
 

Access 

1. Service Desk hypercare support 
2. Field Services hypercare support 
3. O365/Teams/Skype Workplace services 

hypercare support 
4. Windows 10 Evergreen support 

5. User experience analytics 
6. End point management 
7. Potential for additional cross functional support; 

Cybersecurity, Svc Mgt functions, project 
management 

1. Collaboration & Productivity 
§  O365 Assess and Deploy 
§  Teams/Skype Assess and Deploy 

2. Digital adoption to aid user uptake 

1. Collaboration & Productivity 
§  O365 Assess and Deploy 
§  Teams/Skype Assess and Deploy 

2. Digital adoption to aid user uptake 
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Risk Management 
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BUSINESS & IT RISK CONTEXT 

ACTION  
(in near / realtime) 

Holistic Cyber Security View & intelligent Defense 

VISIBILITY 

ANALYSIS 

Collect data about what 
matters 

Identities - Flow of Data - 
Transactions 

Detect anomalies 
that indicate risks or 

threats 

Act to mitigate  
business damage or loss 

Customers 
Partners 

Third-Parties 

On- 
Prem 

Mobile 
Employees 

BYOD 

Cloud 

Shadow IT 
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Security Orchestration, Automation and Response (SOAR) Platform 
No digitalization without Cybersecurity – automated & intelligent 
 

Incident  
Response 
Platform 

Better 
Compliance 

Team 
Management 

Better 
Compliance 

Team 
Management 

Guided 
Response 

Threat 
Intelligence 

Guided 
Response 

Threat 
Intelligence 

Prioritize Detect 

Respond Triage 

Threat & Vulnerability Management     -     Respond to security incidents 
Automate security operations      -     Dynamic policies for steering 
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Define Services 
•  Strategy Services 
§  Strategic consulting 
§  Operational consulting 

•  Assessment Services 
§  Security of endpoints to clouds 
§  Vulnerabilities 
§  Compliance assessment 
§  Overall security posture 

Protect Services 
•  Deployment Services 

Defend Services   
 

Our End-to-End Portfolio of Offerings: A Closer look 

Cybersecurity Define Services 

Strategy 
Strategic 

Consulting 
Operational 
Consulting 

Assessment 

IAM Fast Track 
End Point Security 
GRC Assessment 

Cyber Attack 
Simulation 

GDPR 
Assessment 

Cloud Security 
Assessment 

Data Classification 
Vulnerability 

Scanning 
Cybersecurity Maturity 

Assessment & Transformation 

Deployment 
Cryptographic 
Deployment 

Endpoint Security 
Deployment 

IAM Deployment 
Network Security 

Deployment 
SIEM Deployment 

GDPR Controls 
Deployment 

Security Platform 
Service 

Security Incident 
Response 

Cybersecurity 
Protection Services 

Cybersecurity 
Defend Services 

Security Management 
Services 

Cyber Defense Center 
Application Security 

Testing (AST) 
Endpoint Protection as a Service 

(EPaaS) 
Data Loss Prevention 

(DLP) 
Cloud Security 

Identity as a Service (IDaaS) 
Cryptographic Service 

Automotive 
Cybersecurity 

GDPR Readiness 
E- IoT- (OT/IT Global 24/7 

Operations ) 
Perimeter Security 
Threat Intelligence 

MSS Portal 
Vulnerability Management 

Cybersecurity Device Management 
Services 

Managed Detection and Response 

Network Security and  
Segmentation Services 

Cyber Defense Maturity 
Evaluation 

Penetration Testing, Red 
Teaming and Threat 

Simulation 

Cybersecurity 
Transformation 

CaaS 

E-IoT (OT/IT Risk & Maturity Assessment 
Services) 

E-IoT(OT/IT Endpoint, Network, 

Applications & Machines Protection Services) 
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Capgemini advantage: 
Global Cyber Defense Scale 

CDC USA Foxborough 

CDC USA Columbia 

CDC USA San Diego 

India CDC Bangalore 

Australia CDC Melbourne 

India CDC Mumbai 

Netherlands CDC Utrecht 

Italy CDC Rome 

Spain CDC Asturias 

France CDC Paris 

UK CDC Inverness 

Luxembourg CDC 

France Toulouse 

Benefits of 
our global 

CDC´s 

§  Expertise of 3000+ security 
professionals 

§  Proven processes and technologies 

§  Complete visibility into IT and security systems  
§  Advanced analysis of data and threat 

intelligence 

§  Cyber Attack Platform: We find holes in your 
security, you didn’t see before 

§  Prevent incidents, detect threats, and respond to 
attacks like no one else 

Positive 
results 
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Graphics shows illustrative global network of Cyber Defense Center, Research labs and Innovation Centers (AIE) 

A tangible reduction in both 
the frequency and duration of 
major cyber security incidents 

Vast experience with 
businesses of all types and 

sizes in every industry 

Consistently innovate 

Actionable insight on security 
threats leading to: 

 
Improved defensive posture 

for new and emerging threats; 
Ability to conduct advanced 

analytics on suspect artefacts 
and proactively protect the 
technical environments we 

monitor. 
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Q&A 

Ralph Huenten 
Head of Cybersecurity DACH | Cloud Infrastructure Services 
  
Capgemini | Mainzer Landstraße 180 | 60327  Frankfurt am Main, Germany  
Tel.: +49 69 95152088 | Mob.: +49 151 40250637 
 


