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Ralf Wigand

National Security & IT-Compliance Officer
Microsoft Deutschland




Der Client

Microsoft Teams ‘ ‘
client

@ Files Teams Chat Meetings
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Office 365 Group 1:1 chats Calendar
Group chats

Files Wiki Workstream  Channel

—'7 Planner messages

 bildet lediglich das Frontend / die
Plattform

« nutzt eine Vielzahl von Kernonline-
Diensten mit bewahrter Sicherheit

« ...die alle Zusammenspielen bei
Sicherheit und Verfugbarkeit



Die Services...

Microsoft Teams
client

T3z

OneDrive for Business
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Microsoft Planner
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Microsoft Stream
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User folders and files

Non-channel meeting recordings
(stored in the OneDrive folder of the
person who recorded the meeting)
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Task comments

Channel meeting recordings
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Group mailboxes

Share to SharePoint sites
and Teams

Add the Microsoft Stream web part into
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| SharePoint Online to embed channels or videos
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User mailboxes

Share by email

Meeting recordings



« Das Produkt ,Teams” bietet viele
Einstellmdglichkeiten

Geteilte « Es kann (und muss!) auf lhre
Umgebung und auf lhre
Verantwortung Gegebenheiten angepasst werden.

« Nur in Kombination kann ein sicherer
Betrieb erfolgen!




Typische
Fragen zu...

Meetings

Warteraum
Rollenverteilung
Aufzeichnung

Kamera / Mikrophon
Auswertungen / Statistiken

VerschlUsselung



Audio & video

Audio and video settings let you turn on or off features that are used during Teams meetings. Learn more

Allow transcription (i) Off
Allow cloud recording Off
Mode for IP audio Outgoing and incoming audio enabled
Mode for IP video Outgoing and incoming video enabled

Content sharing

Meeting Policies

Content sharing settings let you control the different types of content that can be used during Teams meetin
Learn more

Screen sharing mode Disabled

Allow a participant to give or request control Off

Allow an external participant to give or request

Off
control

Allow PowerPoint sharing Off

Allow whiteboard Off




Participants
Anonymous users can join a meeting () On

Anonymous users can interact with apps in meetings o Off

Email invitation

Customize meeting invitations sent to people that can include your organization's logo, specific URLs and custom footers that can include

°
M e et I n g statements for privacy or security and phone numbers for technical support. (D)
Ei n Ia d u n g e n Logo URL https://contoso.com/images/contosologo.png

Legal URL https://contoso.com/legal.html
Help URL https://contoso.com/joiningmeetinghelp.html
Footer Add text to include in the meeting invite's footer

Preview invite




Typische . Speicherort
Fragen zu...  Zugriffsrechte

Verschllisselung

Dateiablage
und Chat - Compliance-Regeln




Compliance-Manager

lhre Compliancebewertung:
58%

Compliance Manager hilft Ihrer Organisation, die Einhaltung von
Vorschriften zu vereinfachen und Risiken im Zusammenhang mit
Datenschutz und gesetzlichen Standards zu reduzieren. Ihre Punktzahl
spiegelt lhre aktuelle Complianceausrichtung wider und hilft lhnen zu
erkennen, worauf Sie achten miissen.

Mehr zum Compliance-Manager

Protect information 27/ 1152

Compliance :

Govern information , ) 1
Govern infarmation

Verbleibende Bewertung: 111

Manager

Control access cryor=l
|

Manage devices 0/1171
Protect against threats 0/2332
Discover and respond 3/223
|

Manage internal risks 0/66
B Aktuelle Bewertung Verbleibende Bewertung

Zum Compliance-Manager




Zertifizierungen

ISO 27001

ISO 27018

ISO 27701

SOC1,2und3

C5 (BSI)

TISAX

KRITIS

BAIT

Information Security Management System
Code of practice for protection of personally

identifiable information (PII) in public clouds
acting as PIl processors

Privacy Management Systems

System and Organization Control

Cloud Computing Compliance Criteria Catalog

Trusted Information Security Assessment
Exchange

Nachweis iiber angemessene IT Sicherheit

Bankaufsichtliche Anforderungen an die IT



« Chat-Historie

Qo Ralf Wigand added to the chat and shared chat history from the past 9 days.

« Externe in Meetings

 zusatzliche Apps

Wellness Center

a3

C a Ve a t 'YX “ Wellness Center for Microsoft Teams is a healthcare platform.

About

More from your organization
Bots

Permissions Chat with the app to ask questions and find info

Personal app
Keep track of important content and info

Created by: Apollo Hospitals ]

e [ Version 1.0.1

More from your organization

By using WellneLCenter, you agree n . c

to the privacy policy and terms of
use.
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Vielen Dank!




